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VIDEO SURVEILLANCE SYSTEM

ATMeye>

.iQ Family Product

BS2 i ATMbusinesgrocessoutsourcingompanyWe specializén
systemntegratiopankingsoftwaralevelopmerand professional
servicesOverl5 yearsof experiencan salesandprojectsn more
than 60 countriesaroundthe globe provesour reliabilityand
professionakperiencia bankingechnologlyusiness

BS2 is Wincomixdorfpartnersince1995 Morethan22 000 Wincor
NixdorfATMshas beensoldin 15 countriesWincorNixdorfhas
signedjlobaATMeydistributioagreemenmh 2009

Head office: Vilnius, Lithuanib

Subsidiariest atvia, Estonia, Belarus, Azerbaijan, Kazakhstan and Uzbe'<istan.

09/04/2010 ATMeyeR 2



ATM eye

VIDEO SURVEILLANCE SYSTEM
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ATMeye>

VIDEO SURVEILLANCE SYSTEM

.iQ Family Product

2 Security Challenges

Dispute management problems

Fraudskimming)

Theft card data theft
ATM explosion
gas attacks
pulling out ATM, etc

Vandalism

Slow reaction on suspicious ev

High ATM security expenses

If you'have evenfaceddand wantto@ave B
these/ATM seciirity challenges I Aw@soluﬁmnusmdﬁadbfqroya?u!]
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VIDEO SURVEILLANCE SYSTEM
.iQ Family Product
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@ What isATMeyé?

ATMey& o videosecuritymanagemergolutionreducestherisks of fraudand
vandalismyesolvesconflicts with clients,and allows monitorsecurityevents
247 to wholeATMnetworkremotely!

ATMey& - ATMSecurityPreventioool
RecordallstandarandsuspiciousvenfromATMs

AT ey fastestreactiononany suspiciousevent

2010.04.09 ATMeyeQ



VIDEO SURVEILLANCE SYSTEM
.iQ Family Product

ATMeye>

ATMeyé& Package

ge
7

Basic Packa

\ ATMey€ Software CD Video capture card Plugin connecor for up to 4 cameras

+
Possible additional parts

2 Y N (C N

: (AShock (vandalism) )
E é 4
N .

AGas (ATM explosion)
a

\_

ATemperature (ATM firing)

AAntiskimmin@TM attackers)

Aseismic (ATM flip, terminatiop)
k/lAny other sensor -

\Camera:onnectiorcabléj \ Camera / \ Security sensors /

2010.04.09 ATMeye® 6




VIDEO SURVEILLANCE SYSTEM
.iQ Family Product

ATMeye>

M\/IeyéQ- How Does It Work?

ACamera installation in ATM

APortrait camera ADispenser camera External camera

Dispenser
camera

Portrait
camera

Safe

o0Cash present®eCash prBesel
camera

ATMey€R portrait ATMeyé&Rdispenser
camera snapshots camera snapshots

2010.04.09 ATMeyeR 7
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VIDEO SURVEILLANCE SYSTEM
.iQ Family Product

M\/IeyéQ- How Does It Work?

9

1
:
Unlimited number || =)

of users

Wincor Nixdorf

G
(
1] &3

V ATMey® agenton everyAT M(wincoNixdorf,

NCRDieboletc) to captureventecords

V AllrecordsirestoredocallyatATVharddrive)

1 1 V All recordscan be downloadedo central
e serveimmediatelpyrequesorbyschedule)
i
- )
= (G| In order to ensure efficiedinemetwork
St accessibility we use the same ATM networl
- there isno additional operational expenses!
=
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VIDEO SURVEILLANCE SYSTEM
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' ATMey€& Functionality

A24/7 alerts on suspicious actions afedrs

ATheft(card data theft, ATM explosion, etc.)
AFraud(skimming)

Avandalism

AOther illegal actiongamera covered, etc.)

ADispute management (conflict resolution)
ARemote ATM video monitoring and control
AVideo archive management

AReporting

AUser rights (data security) management

AATMey& monitoring (camera status, video card status, connection status)

2010.04.09 ATMeyeR 9
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VIDEO SURVEILLANCE SYSTEM

.iQ Family Product

Immediate Reaction

B)

Suspicious event System reaction Alarm Foto snapshots
.
Immediate reaction
| .~ *
2010.04.09 ATMeye? 10




Photos made by:

skimmed information anc
PIN

Skimmer was caught by police in Kaunas, Lithuania.
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Photos made by:

ATM eye

VIDEO SURVEILLANCE SYSTEM

.iQ Family Product

“®Case StudpVandalism

IRVANDALISMUS !

AWe sent picture from ATMeye to Police
Vitezslav Strajt, Wincor Nixdorf, Czech Republic

2010.04.09 ATMeyeR 12
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VIDEO SURVEILLANCE SYSTEM
.iQ Family Product

@ Dispute Management

sDi @
] AN

Client claims not receiving
4 money from ATM

7

2010.04.09

Friendly Bank

w

ATM eye

VIDEOQ SURVEILLANCE SYSTEM
JQ Family Product

@ém‘

Event search by Terminal ID/
Client ID/ Date

v

( Y

\ J

=alz,

Report with snapshots )

\

Dispute solved

¥
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VIDEO SURVEILLANCE SYSTEM

ATMeye>

.iQ Family Product

A%e‘y@ase Studg Conflict Resolution

Cash presented

The cash

Pin entered Transaction request

Cash presented

Bank has investigated the case and returned money bac
the cardholder in Riga, Latvia

2010.04.09 ATMeyeR 14
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VIDEO SURVEILLANCE SYSTEM

.iQ Family Product

= ATMey& Functionality

T~

24/7 Remote ATM Video Monitoring And Control
o/ . B AN O

~

2010.04.09 &N s s ® 15



VIDEO SURVEILLANCE SYSTEM

ATMeye>

.iQ Family Product

DistriButed Video Archive Manageme

A Picture / Video search by:

ADate
ATerminal ID AAlarms
ACard ID

A Download by Schedule

2010.04.09

ATransaction events

ATechnical events

iE ATM NETWORK Events List ©3

ATM NETWORK
¥ Search

Bl Download By Schedule
Download By Schedule

Terminal ID YK405W212
Download media from ATM for selected period

Date From | j14-Dec-2009 ||
Date To | 01-Jan-2010 |»
Start Time | 29-Oct-2009 |v [11:14 |
Execute (%) Once
OBy Period I
O By Week Days
Mon Tue Wed Thu Fri Sat

Sun

o || Cance'll

ATMeye®R
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VIDEO SURVEILLANCE SYSTEM
.iQ Family Product

& ATMeyé&? Functionality

Reporting

A Statistic Report T S:er:::,fw ATM NETWORK ~ —I-
Devices statistics
Events statistics.

A Alarm Summary S

Devices characteristics of ATMeye for node

AUser Action Statistics ||| s

Terminals 10
| Terminais with ATMeye g
A . . ATMeye in online
System statistic report ||| e
Terminals, that have sent events in last S minutes period
Terminals, that have not sent events in last week

w0 O W o

Correlation of characteristics

Terminals
S TORs VR AT |
Wl ATMeye in online
B Unknown terminal o]

B Terminals, that have sent events in last § min

B Terminals, that hae not sent events in last week  RRR—

2 2 “ 3 L] 7 a 9 10 i

Common | ATMeye |

2010.04.09 ATMeye? 17
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Wser Rights Management

B ATmio

File Mew Edit Permissions Log Repork Common Help

RO RR GJ00 e W R YY | & sers

oottt €% & £ 7 5@ veros
[=I-gy security group ~ n—f
""" ﬁ 121431243(Test010101 Tesk) Permissions
----- I‘:‘ Camile{Camile Smith) Permissions C
----- I‘:‘ CarlosiCatlos Almunia)
----- I‘:‘ Christian Christian Curnow) ] o -
_____ ﬁ Danisl{Danisl Kirbry) Forms and Actions to grant permissions ko security group Card Management group Ab-gr
_____ ’:‘ Jack{Jack Sherman) il 4}3 Asset managerent ?‘( \./ \./
----- & JeniferJenifer Lorenzo) = % fLMEYE X v
_____ 3 s SFart,l'st-:up core at Fat +
----- I‘:‘ Linda(Linda Bullock) E '-.-'!ew ATMeye alarm.s Y x Y
E View ATMeve technical events " Fad <
..... & Margaret(Margaret Severing) %+ Get ATMeye status e bt v
..... & Mei(neil Cham) %+ Loaging anjoff < = <
""" @ Rick(Rick Matlaw) *+ Camera day/night settings Fat at v
""" & Russel(Russell Whitemar) %+ Events dictionary maintenance Fad ~
..... ﬁ SirnongSimnon Permann = iif] ]
----- f:' Skevenisteven Crow) —
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VIDEO SURVEILLANCE SYSTEM
.iQ Family Product

ATMeye>

ATM&Y&€and DVR (CCTV) Comparisc

FUNCTOONANTY ATIVgyéQ DVIR((CTA)V)

Mainfunction Video monitoring of suspicic Video recording
events

Reactiorspeedon event Instant Unpredictable

Eventtrackingmethod Remote previewing by eve 24/7 guard video tracking

Eventsearchoptions Remote photo or videarctby All video review
events

Storageoptions Files are stored in JPEG / / Invideearchive

formain iQserver / ATM

Camergosition Inside or outside of ATM Outside of ATM

Maintenance No or low efforts High attention / cost

Requiredbandwidth Narrowand Broaeband

2010.04.09 ATMeyeR 19



VIDEO SURVEILLANCE SYSTEM
.iQ Family Product

ATMeye>

& The Value of ATMé&§e

Obtaingohotos and video quickly and conveniently /
Decreases and manages disputes with clients /

Minimizesosts(security, integration, technical support and etc.) /

Centralizesetworkgmanages several corporate clients located
in various countries, regions) \/

Increases the staff efficien@yanage staff performance) /
Easy integration with any other IT system /
| mproves banko6s i mage and Jeputation

2010.04.09 ATMeyeR 20
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. * \ID£O SURUELANCE voTEN Sl L ashboard” card”Retrieval® Service Desk"
.iQ Family Product iQ Fam"y Product ' y iQ Family Product .iQ Family Product iQ Family Product

Family Products

1Q Family Products

ATMey& i anintelligentideomonitoringndclientconflic
settlemersolutioriorselfservicequipmemtetworks

Card Retrieval® ATMQ1 a cashlogisticandcashflowoptimizatiosystenin
Real-ime card conrol seltservicequipmemtetworks

N

: Q ” RFM? 1 RemoteFile Managememhodulewill allowyouto
Dashboard™ o A ATM downloatheJournalilesfromyourdeviceandmakeupdates
Data visualizafion Cash logistics
Platform whemeeded
wmed , o A _
R : i . ia ServiceDesk® i managememindmaintenancsolutiorfor
emote File Management Service Desk . )
File manager Service manager completechnicalevicesindsystems

Dashboart® - analyzingeportingmonitoringndworkflo
managingolution

Any other IT system Card RetrievaR - monitoringind trackingretrieveccards
solutiowhichautomategsetrievedardlifecyclendprovide:s
supportingocumentation

2010.04.09 ATMeye® 21



ATM @

VIDEO SURVEILLANCE SYSTEM

.iQ Family Product

ATMByé Recommended Technical Detal

ATM PC requirement I1QClient

APCI 2.1 compliant slot Application server: Hardware

Alntel Pentium IV 2.0GHz  Alntel Xeon 4 core (X3360) APentium 41.5 GHz dkthlon
A256 MB of system memor 2,83GHz processor XP 1500+ processor
ADirectX 9.0; A4 GbRAM A1 GbRAM

AMicrosoft Windows XP SF AHard Disk space: 200 Mb Hard Disk space:
operating system server part installation A150 Mb for Client installati
AJRE 1.6 (or lateist)ava Database server A10Gbof free disk space fo
Runtime Alntel Xeon 4 core (X3360) ATMeyenedia storage
Environmeftecommended) 2,83GHz processor Software

A20MB of HDD free space A8 GbRAM Awindows XP, Windows Vi
software ,drivers installatior AHard Disk: 2%&bfor Awebbrowser: IE 7.0 or hig
A10GB of HDD free space - database AXvidcodec (for video viewi
video archive ANetwork connectio@lps

2010.04.09 ATMeye? 22



ATMeye>

VIDEO SURVEILLANCE SYSTEM
.iQ Family Product

f‘inapshot And Video Resolution

Supported video resolutions

352x288 E
640x480 |

Average size with 320x240 resolution

JPEGsnapsot Video files (12 sec. length Available quantity of recorde
transactions 10GB HDD

1020 KB 156200 KB 7 snapshots
110 000 120 000 transactior

2010.04.09 ATMeye? 23



ATMey&R Records Have The Following Format
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