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Video security monitoring and dispute management solution 

ATMeye.iQ



BS/2 ïATMbusinessprocessoutsourcingcompany. We specializein

systemintegration,bankingsoftwaredevelopmentandprofessional

services. Over15yearsof experiencein salesandprojectsin more

than 60 countriesaroundthe globe provesour reliabilityand

professionalexperienceinbankingtechnologybusiness.

BS/2 is WincorNixdorfpartnersince1995. Morethan22 000Wincor

NixdorfATMshas beensold in 15 countries. WincorNixdorfhas

signedglobalATMeyedistributionagreementin2009.
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BS/2

Head office: Vilnius, Lithuania

Subsidiaries:Latvia, Estonia, Belarus, Azerbaijan, Kazakhstan and Uzbekistan.



Business process outsourcing 

Å Transaction device hardware sales 

Å Hardware maintenance 

Å Spare parts distribution 

Å Innovative software development and integration 

Å Banking software

Å Software support and maintenance

Å Monitoring 

Å Consulting

Å Training

What We Do?
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Security Challenges

Fraud(skimming) 
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If you have ever faced and want to avoid 

these ATM security challenges ATMeye.iQsolution is perfect for you!

Theft: card data theft 

ATM explosion 

gas attacks

pulling out ATM, etc

Slow reaction on suspicious events 

High ATM security expenses

Dispute management problems

Vandalism



What is ATMeye.iQ?
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ATMeye.iQðvideosecuritymanagementsolutionreducestherisksof fraudand

vandalism,resolvesconflictswith clients,and allowsmonitorsecurityevents

24/7 to wholeATMnetworkremotely!

ATMeye.iQ - ATMSecurityPreventionTool.

RecordsallstandardandsuspiciouseventfromATMs.

ATMeye.iQ fastest reaction on any suspicious events! 
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ATMeye.iQPackage
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+
Possible additional parts

Video capture card Plug-in connector for up to 4 cameras
ATMeye.iQSoftware CD 

+ +

Cameraconnectioncable Camera

ÅShock (vandalism)

ÅGas (ATM explosion)

ÅTemperature (ATM firing)

ÅAntiskimming(ATM attackers)

ÅSeismic (ATM flip, termination)

ÅAny other sensor

Security sensors
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ATMeye.iQ - How Does It Work?

ÅCamera installation in ATM

ÅPortrait camera ÅDispenser camera
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òCash presentedó ð

ATMeye.iQdispenser

camera snapshots

òCash presentedó ð

ATMeye.iQ portrait

camera snapshots



ATMeye.iQ - How Does It Work?
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VATMeye.iQ agentsoneveryATM(WincorNixdorf,

NCR,Dieboldetc.) tocaptureeventrecords.

VAllrecordsarestoredlocally(atATMharddrive).

VAll recordscan be downloadedto central

serverimmediately(byrequestorbyschedule).

In order to ensure efficient on-line network 

accessibility we use the same  ATM network so 

there is  no additional operational expenses!



ATMeye.iQFunctionality
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ÅDispute management  (conflict resolution) 

ÅRemote ATM video monitoring and control

ÅVideo archive management

ÅReporting

ÅUser rights (data security) management

ÅATMeye.iQ monitoring (camera status, video card status, connection status)

ÅTheft(card data theft, ATM explosion, etc.)

ÅFraud (skimming)

ÅVandalism 

ÅOther illegal actions (camera covered, etc.)

Å24/7 alerts on suspicious actions and aletrs:
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Immediate Reaction
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Case Study ðWhite Plastic
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άWhite plasticó card with 
skimmed information and 

PIN

Photos made by:
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Skimmer was caught by police in Kaunas, Lithuania. 



Case Study ðVandalism
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Photos made by:

ñWe sent picture from ATMeye to Police and next day we got information that Police caught the culprit!ò
Vitezslav Strajt, Wincor Nixdorf, Czech Republic
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Dispute Management
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ATMeyeCase Study ðConflict Resolution
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The cash wasnõt taken

Pin entered Transaction request

Cash presented

Cash presented
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Bank has investigated the case and returned money back to

the cardholder in Riga, Latvia
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ATMeye.iQFunctionality
24/7 Remote ATM Video Monitoring And Control 
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ÅDownload by Schedule

ÅPicture / Video search by:

ÅDate

ÅTerminal ID

ÅCard ID 

ÅTransaction events

ÅAlarms

ÅTechnical events

2010.04.09

Distributed Video Archive Management



ATMeye.iQFunctionality
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ÅStatistic Report

ÅAlarm Summary

ÅUser Action Statistics

ÅSystem statistic report 

Reporting
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User Rights Management

ATMeye.iQ



ATMeye.iQ and DVR (CCTV) Comparison
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FUNCTIONALITY ATMeye.iQ DVR (CCTV)

Mainfunction Video monitoring of suspicious 

events

Video recording

Reactionspeedonevent Instant Unpredictable

Event trackingmethod Remote previewing by events 24/7 guard video tracking

Eventsearchoptions Remote photo or video search by 

events

All video review

Storageoptions Files are stored in JPEG / AVI 

formatin .iQserver / ATM

In video-archive

Cameraposition Inside or outside of ATM Outside of ATM

Maintenance No or low efforts High attention / cost

Requiredbandwidth Narrow-band Broad-band



The Value of ATMeye.iQ
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Obtainsphotos and video quickly and conveniently

Decreases and manages disputes with clients

Improves bankõs image and reputation 

Centralizesnetworks (manages several corporate clients located 

in various countries, regions)

Minimizescosts(security, integration, technical support and etc.)

Increases the staff efficiency (manage staff performance)

Easy integration with any other IT system
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.iQ Family Products 
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ATMeye.iQïan intelligentvideomonitoringandclientconflict

settlementsolutionforself-serviceequipmentnetworks.

ATM.iQïa cashlogisticsandcashflowoptimizationsystemin

self-serviceequipmentnetworks.

RFM.iQïRemoteFileManagementmodulewill allowyouto

downloadtheJournalfilesfromyourdeviceandmakeupdates

whenneeded.

ServiceDesk.iQïmanagementandmaintenancesolutionfor

complextechnicaldevicesandsystems.

Dashboard.iQ - analyzing,reporting,monitoringandworkflow

managingsolution.

Card Retrieval.iQ - monitoringand trackingretrievedcards

solutionwhichautomatesretrievedcardlifecycleandprovides

supportingdocumentation.



ATMeye.iQRecommended Technical Details

ATM PC requirements .iQServer .iQClient

ÅPCI 2.1 compliant slot 

ÅIntel Pentium IV 2.0GHz

Å256 MB of system memory

ÅDirectX 9.0;

ÅMicrosoft Windows XP SP2 

operating system

ÅJRE 1.6 (or latest) ïJava 

Runtime 

Environment(recommended)

Å20MB of HDD free space for 

software ,drivers installations 

Å10GB of HDD free space for 

video archive

Application server:

ÅIntel Xeon 4 core (X3360) 

2,83GHz processor 

Å4 GbRAM 

ÅHard Disk space: 200 Mb for 

server part installation 

Database server: 

ÅIntel Xeon 4 core (X3360) 

2,83GHz processor 

Å8 GbRAM 

ÅHard Disk: 250 Gbfor 

database 

ÅNetwork connection 1 Gbps

Hardware

ÅPentium 4 - 1.5 GHz or Athlon

XP 1500+ processor

Å1 GbRAM 

Hard Disk space: 

Å150 Mb for Client installation

Å10 Gbof free disk space for 

ATMeyemedia storage

Software

ÅWindows XP, Windows Vista 

ÅWeb-browser: IE 7.0 or higher

ÅXvidcodec (for video viewing) 
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Snapshot And Video Resolution
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Average size with 320x240 resolution

Supported video resolutions

320x240 

352x288 

640x480

JPEG snapshot Video files (12 sec. length )Available quantity of recorded 

transactions 10GB HDD 

10-20 KB 150-200 KB 7 snapshots

110 000 ï120 000 transactions
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ATMeye.iQRecords Have The Following Format
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